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Legal Implications 
Of Computerized Medical Records 

BY CHARLES S. G I L H A M , JD, LLM 
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ealthcare providers have come to value 
the benefits of computerized technol
ogy in records administration and 
medical record keeping. And this tech-
likely to become even more vital as 
organized in integrated delivery net-
on computerized systems to help them 

patients within a continuum of care. 

LEGAL LIABILITIES OF NEW SYSTEMS 
Traditional legal theories of provider liability do 
not change simply because a medical record is in a 
computer instead of on paper. The standard 
requirements of patient records—that they be 
accurate, legible, and secure from unauthorized 
access—are as relevant to computer-based medical 
records systems as they are to a standard paper-
based system.1 

In fact, the potential legal liability of a comput
erized system may actually be much greater than 
that of a paper-based system, precisely because of 
the advantages the newer system affords. For 
example, if a paper medical record were to be 
altered or stolen by an unscrupulous employee, 
the only person hurt would be the one whose 
records were used without permission. But if the 
same employee were to alter or disseminate infor
mation on a computerized disk containing hun
dreds of medical records, the potential risks of 
exposure would obviously be compounded. The 
ease with which one can work with computerized 
records makes them more vulnerable to sabotage. 

A PATCHWORK OF LAW 
Both ethically and legally, a healthcare provider is 
required to preserve the confidentiality of com
puterized patient records. The primary sources of 
this legal requirement are state statutes, regula
tions, and the common law. Unfortunately, this 
patchwork of state law leads to inconsistent 
enforcement, as one state may have rigorous stan
dards for the protection of patient information 
contained in computer ized medical records 
whereas another may be lax. This uneven treat-
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ment has led organizations such as the American 
Hospital Association to ask for federal legislation 
that would override the various state laws and 
ensure uniform treatment of the confidentiality of 
each person's medical records.2 

Last October, Sen. Robert Bennett, R U T , 
introduced legislation that would create federal 
standards for protecting the privacy of medical 
records and healthcare information. Senate Bill 
1360, the Medical Records Confidentiality Act of 
1995, contains provisions regarding the creation, 
storage, and dissemination of medical records, 
both on paper and in computers. Section 213 of 
the bill deals specifically with electronic disclosure, 
requiring the U.S. Department of Health and 
Human Services to promulgate "standards for dis
closing, authorizing and authenticating protected 
health informat ion in e lec t ronic form." 3 

Unfortunately, Congress is not expected to 
approve the measure during its current session. 
Passage of the Bennett bill would be a big step 
toward the setting of national standards. 

Despite the absence of a controlling federal 
statute, there are, in addition to state statutes, fed
eral regulations that impose strict confidentiality 
requirements on specific types of medical informa
tion. The medical records of patients treated for 
alcohol or drug abuse are governed by a regulation 
that strictly controls when and to whom those 
records can be disseminated and requires the use of 
a signed patient release form.4 Medicare regulations 
also require providers to protect the confidentiality 
of the medical records of Medicare patients.5 

SAFEGUARDING THE NEW SYSTEMS 
Most professional organizations understand the 
ethical and practical—as well as legal-importance 
of preserving the confidentiality of computer-
based patient records. For example, in 1992 the 
American Health Information Management 
Association (AHIMA) adopted the following 
position statement: "AHIMA believes that confi
dentiality does not have to be compromised with 
the advent of the computer-based patient record. 
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Safeguards for data security, privacy and confiden
tiality must be in place to protect against unautho
rized access to patient health information."6 

Similarly, the accreditation standards of the 
Joint Commission on the Accredi ta t ion of 
Healthcare Organizations require that medical 
records be "confidential, secure, current, audienti-
cated, legible and complete."7 The importance of 
preserving the security of automated records has 
been noted by the numerous committees, both 
governmental and nongovernmental, at work on 
the issue. These include the Congressional Office 
of Technology Assessment, the Inst i tute of 
Medic ine , the Physician Payment Review 
Commission, and the Department of Health and 
Human Services. 

But a medical provider who installs a computer
ized medical records system must also deal with 
legal issues other than confidentiality- For com
puterized records to be admissible as evidence in 
court, the computer information system contain
ing them must have safeguards that would allow a 
court to reasonably conclude that the records are 
reliable.8 A plaintiff could successfully attack the 
accuracy of a provider's medical records if the sys
tem's safeguards were found to be lacking, either 
in design or in actual practice. 

KEEPING VIRUSES OUT 
Another potential problem with a computer-
based medical records system is the threat of a 
computer virus. A virus can wipe out a healthcare 
provider's entire data base, especially if the data 
base is attached to an online system. To protect 
itself against such a potentially disastrous occur
rence, the system should have antivirus capabili
ties. In addition, employees who have access to 
the system should be prohibited from bringing in 
programs or disks they have obtained from other 
computers, including their own home computers, 
since such disks could bear a virus. 

Finally, because no set of safeguards can be 
guaranteed to keep viruses out of a computer sys
tem, providers should install separate backup sys
tems. The backup would require additional invest
ments of capital and time, but it could prove 
invaluable if there were to be a failure in die pri
mary system. 

PASSWORDS AID SECURITY 
However, the most serious threat to a health infor
mation system comes, not from an outside virus, 
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but from the authorized users. Consequently, 
providers must design user security procedures 
diat will minimize intentional breaches of security. 

At the least, such procedures will require the 
user to type in an individual password before he or 
she is admitted to it; this enables the provider to 
track use of the system. Authorized users should 
be allowed to access only those portions of the 
system they need to carry out their dut ies . 
Individual identification passwords can be set up 
on a read-only basis to prevent unauthorized users 
from changing a file. 

As noted, such protective measures cannot 
make an information system entirely inviolate. But 
providers who install them will have a better 
defense against lawsuits alleging negligence 
because of a breach of information privacy or 
alteration or destruction of medical records. 

A CHANGING WORLD 
Computerization of medical records could gener
ate such efficiencies that die technology itself will 
set a new legal standard for providing access to 
medical records. Should this occur, a healthcare 
facility's failure to provide computerized access 
could, in the foreseeable future, expose that facili
ty to legal liability for adverse medical results that 
might have been avoided through the use of the 
t echnology . 9 • 
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